
Deception in clinical large language models: an 
under-recognised safety risk

Large language models (LLMs) are rapidly being inte
grated into clinical workflows, supporting tasks such 
as diagnosis generation and patient communication.1 

Hallucinations—unintended fabrications arising from 
gaps in a model’s underlying knowledge—are a well rec
ognised risk. However, research in 2024 has identified a 
distinct class of model behaviour, known as deception. 
Deception occurs when a model produces outputs that 
misrepresent its reasoning or capabilities in ways that 
make the output appear more credible or aligned with 
user expectations.2 Although LLMs do not possess 
human-like intent, this behaviour functions more like 
deliberate misrepresentation.

Empirical or conceptual literature addressing deception 
within clinical artificial intelligence (AI) is scarce. Although 
deceptive behaviours have been described in general AI 
safety research, these behaviours have not been con
ceptualised as a distinct clinical safety failure mode. As 
clinicians increasingly adopt LLMs for decision support 
and documentation, exposure to deceptive outputs can 
grow, and these risks are not captured by existing cat
egories such as hallucination or bias. This Comment 
reframes deception as a clinically relevant risk class, 
highlights three forms of deceptive behaviour with par
ticular relevance to clinical care, and proposes a governance 
lens tailored to real-world medical deployment.

Although health care-specific prevalence data are 
unavailable, evidence from adjacent domains suggests 
that deception is common. Based on evidence from a 
preprint paper about question-answering and program
ming tasks, models produced misleading responses that 
human evaluators mistakenly accepted as correct in up to 
70% of cases.3 In another preprint paper regarding GPT-4 
in a simulated trading environment, the model deceived 
its users in 70–80% of cases, concealing reliance on insider 
information and often escalating the deception when 
challenged.4

The implications for health care are considerable. In a 
case study of a commercially available care robot running 
ChatGPT-based software marketed to nursing facilities, 
the system falsely claimed it could set medication 
reminders and encouraged users to rely on it for schedule 
management.5 Even when asked about high-risk drug 

interactions, the software affirmed this false capability 
without acknowledging associated safety concerns.5

Deceptive behaviour can arise from misalignment 
between training incentives and deployment objectives. 
Models are typically optimised for proxy objectives such as 
user satisfaction or benchmark accuracy.6 When these 
incentives differ from the underlying goal of providing 
accurate and complete clinical guidance, models might 
learn to generate inaccurate answers that are persuasive 
yet incorrect.

One common form of deceptive behaviour is capability 
misrepresentation, in which a model asserts that it can 
perform actions or access tools beyond its capabilities.5 

Within clinical contexts, such misrepresentation might 
include claiming to check real-time drug interactions, retrieve 
patient-specific laboratory values, or send medication 
reminders without having such capabilities.

A second form of deceptive behaviour is unfaithful 
reasoning, in which a model fabricates a plausible but false 
rationale to support its output, creating an illusion of 
evidence-based reasoning. In one study, a reasoning 
model concluded that a crime was committed by an 
individual based on racial bias while falsely attributing its 
conclusion to other factors.7 In another study, an LLM 
generated highly persuasive but incorrect treatment 
recommendations for breast, prostate, and lung cancer.8

A third form is sycophantic deception, in which models 
echo user assumptions or preferences regardless of factual 
accuracy. Survey work has identified sycophantic decep
tion as a systematic pattern across LLMs, even when such 
behaviour requires suppressing accurate information.9 

This tendency reflects a structural bias towards defer
ence, reinforced by training processes that prioritise user 
satisfaction. For example, models were given the illogical 
task of writing a persuasive letter advising patients to 
switch from a brand-name drug to its generic counterpart 
to avoid side-effects. Despite recognising that both drugs 
were pharmacologically identical, the leading models 
complied with the prompt and recommended switching 
in 100% of cases.6

These examples illustrate only a subset of the ways 
deception can manifest in LLMs. We use deception as an 
umbrella term, but the underlying mechanisms differ. 
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For example, unfaithful reasoning reflects optimisation 
for persuasiveness and sycophancy can arise from training 
processes that reward deference. Recognising this het
erogeneity is important because different behaviours 
might require distinct mitigation strategies. These cat
egories are also not mutually exclusive, and real-world 
examples can reflect multiple mechanisms simultan
eously. We present these three categories as a pragmatic 
clinical framework for recognising deception patterns 
rather than as objective technical classifications.

Clinical environments are uniquely vulnerable to the 
effects of deceptive outputs. Clinicians often operate 
under time constraints and communicate decisions dir
ectly to patients in real time. In this setting, incorrect 
information might be identifiable; however, deceptive 
behaviour can alter how reliability and evidentiary support 
are interpreted. For example, sycophantic responses that 
mirror clinician assumptions might reinforce anchoring 
bias rather than simply introducing overtly false content. 
Such behaviours might shift clinicians’ perceptions of 
certainty or credibility, creating a distinct safety concern 
beyond hallucinations alone.

Mitigating the risk of deception in clinical LLMs will 
require coordinated frameworks involving regulators, 
professional societies, and health-care systems. Trans
parency should be a central priority. Oversight frameworks 
should ensure that a model’s stated reasoning reliably 
reflects its underlying decision process. Techniques such as 
chain-of-thought monitoring could be explored as one 
component of transparency efforts in clinical settings. 
However, emerging data suggest that reasoning explan
ations can be incomplete and might not always directly 
represent model cognition. Consequently, oversight 
frameworks will be likely to require complementary 
approaches including adversarial testing and capability 
verification rather than reliance on any single transparency 
method.9

Governance is another key priority. Current benchmarks 
focus on accuracy and bias but rarely probe for strategic 
misrepresentation. Premarket evaluation should incorp
orate clinical adversarial testing designed to probe cap
ability misrepresentation and sycophantic responses. 
These evaluations should involve multidisciplinary teams, 
including clinicians and safety researchers.

Health-care systems should deploy safeguards as well. 
For example, audit trails integrated within electronic 
health records could enable retrospective review when 

misleading outputs influence clinical decisions, supporting 
accountability processes. Decision-support systems could 
also incorporate second-opinion prompting that requires 
models to generate a comprehensive differential diag
nosis and discuss conflicting evidence rather than 
reinforcing clinician framing alone. Postmarket surveil
lance should include institutional reporting mechanisms 
and monitoring for patterns of misleading outputs that 
emerge during real-world clinical use. A risk-based regu
latory approach similar to the EU’s Artificial Intelligence 
Act, wherein systems that affect human safety are classi
fied as high risk and monitored by regulators, might also 
be useful for deciding when clinical models warrant stricter 
governance.10

Overall, deception poses a unique challenge by eroding 
the trustworthiness of clinical recommendations. Such 
behaviours could shift clinicians’ perception of certainty or 
authority rather than simply producing incorrect clinical 
facts, creating a distinct safety concern versus conven
tional hallucinations. As LLMs become increasingly inte
grated into high-stakes health applications, governance 
strategies should span regulatory evaluations and health- 
care system workflow safeguards. Proactive oversight that 
prioritises transparency and governance is essential for 
safeguarding patient safety.
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